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¢ Basel Il recognises the importance of the potential
Impact of losses due to Operational Risk and requas
that banks hold adequate capital to protect againsthese
losses

¢ In Australia, the national regulator (APRA) is now
applying the same detailed scrutiny to OperationaRisk
as previously to credit risk and market risk.

¢ The BCBS (Basel Committee on Banking Supervision)
defined Operational Risk as:
the risk of loss resulting from
Inadequate or failednternal processes

peopleand systemsor from external events
Includes legal, excludes strategic and reputationaisks
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Under the Basel Il framework, banks can
estimate operational risk using one of

three approaches:

¢ The Basic Indicator Approach
(15% of Gross income averaged over three year)

¢ The Standardised Approach

(12-18% on the business line level)

¢ The Advanced Measurement Approaches (AMA)

Internal model for 56 risk cells (7 event types x ®usiness
line)
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BCBS has identified the following 7 risk event typs:

4
4
4

L R 2

Internal fraud: e.g. intentional misreporting, employee theft, insier trading
External fraud: e.g. robbery, cheque forgery, damage from computerdtking

Employment practices and workplace safetys.g. workers’
clor_npensation claims, violation of employee OH&S rals, union activities, discrimination
claims

Clients, products and business practices:g. misuse of confidential
cus(tjomer information, improper trading activities, money laundering, sale of unauthorised
products.

Damage to physical assetsg. terrorism, vandalism, earthquakes, fires, flods.

Business disruption and system failures:g. hardware and software
failures, telecommunication problems, utility outages, computer viruses.

¢ Execution, delivery and process managemeniy. data entry errors,

management failures, incomplete legal documentatiomnapproved access to client accounts

8 Business Lines
¢ Corporate finance(18%) & Retall banking(12%)

¢ Payment&Settlement(18%)e Asset management(12%)
¢ Trading&Sales(18%) ¢ Commercial banking(15%)

¢ Agency Services(15%) o Retail brokerage(12%) "
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Bank, top level - Business line
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Advanced Measurement Approach: bottom-up Loss Distribution Approach

nsurance  Dependence Factors
internal Loss bata \ l Control/Risk Indicator

(scaling, bias) \ 7~
Risk Frequency and

Severity distributions

>
External Loss Data l /

(scaling, bias)
Risk annual loss distributions

Expert Opinions 1

business judgments on L :
( JRes Total annual loss distribution (over all risks)
#losses and $ranges) l

Annual Capital Charge (Expected and Unexpected losses)

Capital Allocation, what if scenarios
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Annual Capital Charge
unexpected loss=VaR,sEXxpected Loss; Pr [LosYaR, go4=0.999

loss distribution
0.04

Expected Los
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Challenges/Tools

® 6 66606 606 o o o

Definition, identification, measurement, monitorjng
Indicators/controls

Data Truncation: known threshold, stochastic thoeshunknown
threshold

Limited Data: mixing internal, external data angest opinions via
credibility theory, Bayesian techniques

Data sufficiency: capital charge accuracy

Correlation between risks and its estimation: capobmmon
shock processes

Control indicators: regression/factorial analysis

OR insurance: point processes

Non-Gaussian distributions, Fat tails: EVT, mixestbutions,
splices

VaR pitfalls: coherent risk measures, expectedtf&br
Capital allocation
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Loss Distribution Approach: single risk cell (business line/event type)

loss of the event, X

severity distribution, pdf

0.4

0.3

NI
O:;j \“'

annual number of events, N

015 frequency distribution

0.09 / \

0.06 '/ \\

0.03 / \
0 «-ﬂ’/ . . .\\'\ﬂ»ﬂﬁ

0 5 10 15 20 N

aggregate distribution, pdf

0.04

- ff/\
-

annual loss, Z = Z X, Monte Carlo,
=1 semi-analytic

N ~P(.|0), e.g.Poisson
X1 Xy areiid ~ f (L|&) e.g. LogNormal
N and X,,...,Xy areindependent
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Insurance for Operational Risks

¢ Insurance: probability of coverage, insurer default
cover limit, excess, regulatory cap

¢ Modelling of loss event times is required inste&dd o
event frequency to address OR insurance.

¢ point processo<t, <...<ty <1<ty <..
e.g. homogeneous Poisson process
& =t,, -t ~ExponentigA), N ~ Poisson{)
non-homogeneous PoISSOA(t)
doubly stochastic Poissoh>Gamm4.) => N => NegativeBnomial_.)

O o
t1 '{2 tN time

C

O
O
O

1 year
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Data Truncation models

Known constant truncation level X; >L,i=12,....
Known variable truncation level X, >L.,i=12...
Unknown truncation level

Stochastic truncation level L ~g()
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Known threshold

¢ Known constant truncated level, 1.e. loss d&tal,i=12.....
Untruncated severity distributiorf (X), X =0
Truncated severity distribution

I8, sespc Pr[X>L]:Tf(X)dX
L

f(X|X>L)=Pr[X>L],

¢ Severity pdf fit via e.g. Maximum Likelihood Method

¢ Frequency adjustment N = N /Pr[X > L]
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Unknown truncation level

¢ L Is an extra parameter in likelihood function

& LIS unknown:y(L)={

axL+p[;, L<y
axy+fB, Lzy

Example: X~LogNormal(mu=8, sigma=2), L=4000
estimates: mu=8.05, sigma=2.01, L=4001

10 1

mu vs level,L
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Stochastic truncation level

Severity distribution of losses f (X), X =0
reported losses X. >L,i=1...,.K where L~g(.)

f(X)

conditional pdf f(X|L=a)=1,. :

X=a Pr[X>a] :Tf(y)dy

marginal distribution of reported losses

(00]

~

F00=[ fXIL=a)g@da= FO[ 522 —da  W=[] (X))
0 i

5 Pr[X >a]

Nirue = Nops/ PI[X > L]; Pr[X > L] = [ g(L)dL [ f (X)dX
0 L
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Dependence between risks

K N1 No Nk
total annual loss:Z =) Z, = XY+ X@ +..+> X"
k=1 1=1 =1 =1
¢ Diversification: C(Z=R+...+Rn)<C(R)+...+C(Rn)
& VaR: VaR,(Z) = F5Y(a) = min{z, F5 (2) = a}
¢ Conditional VaR (CVaR): cvaR, (Z) = E[Z | Z >VaR, (2)]
¢ Dependence between frequencies
¢ Dependence between event point processes
¢ Dependence between severities
¢ Dependence between annual losses
¢ Dependence between risk profiles (parameters)
‘|I|II|
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total annual loss:Z =37, => X +> X +..+> X
k=1 =1 i=1 i=1

Basel Committee statement:

“Risk measures for different operational risk estimates must be added for
purposes of calculating the regulatory minimum capital requirement.
However, the bank may be permitted to use internally determined
correlations in operational risk losses across individual operational risk
estimates, provided it can demonstrate to a high degree of confidence
and to the satisfaction of the national supervisor that its systems for
determining correlations are sound, implemented with integrity, and take
iInto account the uncertainty surrounding any such correlation estimates
(particularly in periods of stress). The bank must validate its correlation
assumptions.”

Adding capitals=>perfect dependence between risks (too conservative)
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Dependence between frequencies via copula
CU,U,,...Uy)),U; ~Uniform(01)
Ny = B UL N = R U]
e.g. Gaussian copula Cg’a(u1 ..... uy) = FP (FSUy),...,Fot(uy))

corr(N;,N;) #0if p#0

Example
corr (N;, N,) vs p Ny = POy
t i N, ~ Poisson(A,)
-5 corr(N;,N,) # o

m ), =054,=1

N5
U.J

\

1

1 iy
Copula correlation 0 ‘:||||i
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Dependence between frequencies=>Dependence between annual losses

Example

N P0|sson[U1] N = |:P0|sson[U2] C(Ul’UZ) :Cga(Ul,Uz)

Np
Z, = Z X z,=3'X@ Xx® - ogNormal(,2), X @ ~ LogNormal(,2), X ® ind X @

i=1 i=1
Ps(Zy1,Z,) vs p(Ng, N,) N; ~ Poisson(4)
1 N, ~ Poisson(A,)
o A =51,=10
CopuTa correlation QO (o
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Dependence via common PoISson pProcess

(Johnson, Kotz and Balakrishnan)
Ny (t) ~ Ny (1) + Ne (1)
N (t) ~ N, (t) + Ne (1)
N, (t) ~ Poisson(A,); N, (t) ~ Poisson(A,); N (t) ~ Poisson(A.)
N, (t) ~ Poisson(A; + Ac); N, (t) ~ Poisson(4, + Ac);corr (N, Np) = A /(A4 + Ac) (A, + Ac)
positive dependence; constant covariance
N. () + Nc(t) with probp,

N; (t) with probl- p

extension N, (t) = { coV(N;, N, ) = Ac p; Py

1st risk : : :

events —m ] B A A A O -
2nd risk

events O O A O A O A—O £
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Dependence via copula

X ~ Normal (01);Y ~ Normal (0,1)
corr(X,Y) =07

Gumbel Copula

&

t2 Copula ; .

s >
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Upper tail dependence

A= lim_AY>FNa) X >F] 1(a)]— im 172a+C(a.a)

Gaussiancopula A =0
CGa(up Uy, g) = F P (F ) Frl(ug) - FiHug))

t-copula A=0
CY (U Up..-- 1) = FP (51w 54w, -1 Hug))

Gumblecopula A=2- 2'8

C’(B;U(u1 ..... ud) epo( Inul)ﬂ/3+ (- Inud)ﬂﬁf, 0<B<1

)
[T
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Severity Distribution Tall:Extreme value Theory and splicing

EVT Generalized Pareto Distribution (GPD) H (X) :{

0.20

0.00

f(x)=0af,(X)+(1-q) LX)

0.10 -

O

f,(X)=Truncated !
LogNormal |

f,(X)=GPD

—a
A

1-@+ &I B¢ £#0
1-expl-x/ B, £=0

Mixture distributions: f(X):v\ﬁfl(X)+...+wK fK(X), fi (X),0s X <o
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Structural Modelling of Operatinal

Risk via Bayesian Inference:
combining loss data with expert opinions

Pavel Shevchenko (CSIRO) and Mario Wathrich (ETH)

Structural Modelling of Operational Risk using Bayem Inference:
combining loss data with expert opinions.
June 2006. Submitted to The Journal of OperatiBinsk
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Bayesian inference to combine

expert opinions with loss data
h(X,a@) =h(X |@) (@) = 7(@ | X)h(X)

¢ Expert opinions for prior distribution:(a)

& Loss dataX ={X;,... X5 h(X|a)
¢ Posterior distribution 7(a | X) = h(X | @) (@) / h(X)
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PoissorGamma

N

N =(N,,...,N,) are conditionallyiidfromf(NI/\):e‘”%, A20

n(/]|a,,8):(/]r/('§;;1exp(—/]/,8), A>0,a>0,5>0

(A1B)
Ma)B

N;

expAl B)[] ™ % 0 A% expEAl B)
1=1 i

A N) O

n
a-a=a+y N,
=1

B — B= i1+ fxn).

i
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Example
Annual countN=(0,0,0,0,1,0,1,1,1,0, 2, 1, 1, 2, 0) frBoissond = 0.6
expert opinions E[A] = 05, Pr[025< A< 075 =2/3 - a = 341, f= 015

A, =a, x B, the Bayesian estimator with Gamma prio~= 341 8= 015

T k . L .
A = %Zizl N the Maximum Likelihood estimator

0.9 estimate of the arrival rats year

0.8
0.7
0.6 -
0.5
0.4 -
0.3
0.2

arrival rate

/‘\./ —— Bayesian estimate
—e— maximum likelhood estimate

0.1
0 ooq/ : ; ‘

0 3 6 9 12 15
year ‘||||||
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“Toy' Model for Operational Risk
using Credibility Theory

Hans Buhlmann (ETH), Pavel Shevchenko (CSIRO) and Ma& Withrich (ETH)

A “Toy” Model for Operational Risk Quantification usigy Credibility Theory.
June 2006. Submitted to Risk Magazine
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Low Frequency High Impact Losses: Poissétareto

-¢-1 n
f(x|£):£(xl x=L,e>0 P(|6)=f e 0 n=01..., 620
LiL n
0.20 Severity distribution
0.10
Pareto()
0.00
0 4 L 8 v 12
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Buhlmann - Straub model :consideraportfolio of J riskswith

observatimsY; , 1k =1...,K;.Assumethatfor known weightsw; , ,

0, (realizatonof rv©; )isarisk profile of the ] - th risk and

a) Y :k=1...,K, areconditiondly independetwith
E[Y, « 1©;]=u(©;), varlY;  [©;] :UZ(@j)/Wj,k

b) (©1,Y),--,(0;,Y;) areindependen

C) ©,,...,0, areid

Define: p, = E[1(©,)], E[0*(©)] = 0*,var[u(© )] =17

Thenhomogeneoscredibility estimatons

X
pO)=aY,+U-a)fy, f= Z —Y,.Y, Z

j=1 O k=1

P~

W. J Kj
_ ] _ ~
ai T~ 2 1.2 U _Zaj’wj _ij,k
j=1 k=1

w; +0 [T
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Maximum Likelihood Estimator for tail parameter:

Considerriskcells | =1,...,J with lossesX; , 2L,k =1,...,K;
X x are(conditiorally)iid from Pareto§; = a;;)

Then theé maximum likelihood estimator"
— -1

K .
" a. J X.
J; =| ——2 In| L= ||,
K] _1k:1 L

2

" " 9
E[S, |9,1=9;,Var[d, |9,] = ij—z’

i =,

i
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Improved credibility estimator (using all data in the bank):

Bank 1
Hy . Ag
8.4 5
Risk cells—— () —— Risk cells
e Exﬁert opinions -
{/ ' ) (a priorn difference) ( - )
Ko k=1..K K. k=1 K
lj: 1_l'.."l"-. .-l-"'r T !

Internal lc:-';s data



Improved credibility estimator (using all data in the bank):
Assumed;, j =1,...,J areiid with E[J] =, Var[4] =1,

2, I1sarisk profile of thebank.Then
3 =ad +(1-a)3 where a = k2
R /7707 j_Kj _1+(290/T0)2

>
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Improved credibility estimator (using industry data):

Industry (external data)

ﬂcaﬂ : “;;ll'.::aﬂ
Bank 1 Other banks
a5, Ay g, A m=2, M
4 4" ? RIORFS
Risk cells—— (...) ﬁ —— Risk cells
-~ Y ,,..v""f
™. Ezpert opinions «
( . ) (a prion difference) ( ! )
i k=1 K XYL k=1..K;
“""-. .r""*

-
.-.ﬁ -

Internal 1:3;5 data



Improved credibility estimator (using industry data):

ConsideM bankswith risk profilesg{™,m=1,....M
Assumethat S\™ , m=1,...,M areiid with E[3{™]=49,,,, Var[I"] =72,

7. Isarisk profileof theindustry.Then
- -1
(m)
(m  Kj (m) (m) _ —
T P S AT | ML SIS e j=1..3"
’ KW -1 | L™ J 9m\? " | m=1,...,M
K(m)—]_+ “0
- - J r(m)
0
M- 1 % mam A w m =
290 :W(m) Zaj z9j , BV = - 2,W = Zaj m=1...M
1= W(m)+£ro j )=t
Tcoll
3(m) ~
’9coll = A Zﬁ(m)ﬂ(()m)’ A= Zlg(m)
j=1 m=1

i
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Correctecredibility estimatorgop- down

7_9(1) —13(1)29(1) + (1- ,3(1))

coll »
1.9j(1) = a’j(l)ﬂj(l) + (1_0,](1))190(1)’ J :]-,---,\](m) — ggj(l) — aj(]_)ﬂj(l)

Industrystructuraparameters

(m)
2, = max cx{ M ZW (™ - J(m)2 _ Mz },o

2 _ 1R 22\ - om0 — L xe 5(m)
r ——Z(To )’WO_ZW ”90 __2790 ’
M m=1 m=1 M m=1

-1
_1 [y (m)

=ML/ $W Ll_w J
M m=1 WO WO
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Maximum Likelihood Estimator for arrival rate:

Consideriskcells ] =1,...,J with lossfrequencis N, ,, k =1,...,K,

Nj,k are(conditiorally)iid from Poissona?j = vj/lj)

v; areknownconstants&indA; arerisk profiles

Then thanaximumlikelihoodestimator

K

~ J
._éZN viK;
VJ k=1

E[A |A1=4,, Vafd [A]=2,/7;,

4"
i HI ;
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Improved credibility estimator for arrival rate (us ing bank data)

Assumed;, | =1,...,J areiid with E[A;] = Ay, Var[ 4] :wg
A, 1sarisk profile of thebank.
Considerr; , =N, /v, E[F,; ] =4, VarllF, , ]=A4;/v; then

A A~ V. A A
— — J —
Gf = max cx T—‘]/]0 0l /TO:éZyj/Tj,Vj:ijj

Vo yj

L ~ J e VJ o =\ 2 —
Vo= Vi T= 2 =F)5 =2y

j=1 J _1J:1VO j

J J 72 -

_ ~ V. vV
F :iZAJ, c=— > L1-—+

J =3 J =153V, Vo

i
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Improved credibility estimator of arrival rate (usi ng industry data)
ConsidemM bankswith risk profilesA{™ , m=1,....M
Assumethat A\ m=1,...,M areiid with E[A{"] = A_,,, Var[A"] = «f,,

Ao 15arisk profile of theindustry.Then
am _ 1 Kg) () v (m)
A-m - ———— anl, M — — ,j:l,...,\]m,m:l,...,M
J Vj(m) e~ Js ) Vj(m) +/]ém) /((q()m))Z
1 I W 3(m)
(m) — m) 3(m) (m) — (m) — m) —
K= S ATAD, p WO =S, =1
=1 (m) [&é j =1
WYY +
a)coll
_ 1 J(m) ~ M
Acoll = Zp(m)/]gm)’ A= Zp(m)
A j=1 m=1

i
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Correcteccredibility estimatordor arrivalrate: top-down

A\

28 = pOAY +@-p?)A

coll 1
A =y OO+ @-y)AP, j =1,..., 9"
U

6w =, 0
J ] )
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Nj A A A A
Z; =) X;,0 X;,~Paretof; =a;9;), N, ~Poissorfd, =v;4;)

n=1
Industry (external data)
ﬂﬂﬂ'ﬂ , “'F‘I'.:r:.lﬂ
Eanlk 1 Other banks
a® a0 | | s A, m=2m
15[1[.-13]:‘ AE].:' ; .ﬂ}lj ._,:1(;1:]
Risk cells=— (..) Q —— Risk cells
x
e E:{?} ert opinions -
( - ) (a priori difference) ( ! )
i k=1 K X k=1 k;
t""-—. .r""*

-

"'-n. -
Internal lozs data



Topics for further research

¢ Evolutionary models (stochastic risk profiles)

+ Dependence between risks via dependence
petween risk profiles

¢ Full Bayesian approach to get not just credibility
estimates for risk profiles but their posterior
distributions

¢ Modelling high frequency low impact losses (with
lower threshold)

¢ Allocation of capital into Business Units
¢ Combining expert opinions and external data
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